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Software Segregation Provides Weak Security
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Network Segregation Limits Utility
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Network Segregation Workaround: Data Diode
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Network Segregation Workaround:
Trustworthy Gateway
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Our New Solution:

Information Associations

Operation Canid:
Announced budget = $2.3M
Black ops budget = $1.2M
Actual Total budget = $3.5M

i id: Operation Canid:
Operation Canid:
Q Budget = $2.3M 63%’ Black ops budget

= $1.2M
Operation Maven:
Black ops budget
=$1.8M

Operation Maven:
Announced budget = $4.1M
Black ops budget = $1.8M
Actual Total budget = $5.9M

Operation Maven:
Budget = $4.1M
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Visual Information Association
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Visual Information Association - Coordination
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Multi-Domain Graphical Interface Library
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Link Information Association

.................................................

Trus(ed Computing Base (TCB)
Token (renuator Trusted Compuling Base [TCB}
: Token Check

TUk('n TO}\'OH L S

00 Bind Link Link e @ ;‘"'"publit‘ Link | " Link Corporate

!

I\MZII‘“‘O.ASSOC' H Info_ASSOC. Token : [ata Inifio- ﬁn.*-u‘.u. Info-Assoc. Thaka i
o e ration | ) . (- "~.‘ _

B { ] I b 1 I . P
iy /nl | Ly E W send \ =

I l Token : o

- Public Data E . Data 1 | s .
/ -T— T 'x E:I'-'u'l:-hc-l-'-'acngﬂmam [nternal Domain

L

Create o e nk el e e o Sa N e S
!‘I\A I'L TENCe

Reference i i I i i iati
- Ecent | i Event Link information association usage

Public-FacingDomain ~ © © Internal Domain _

Link information association creation

14 & ¢ B B oBoboB BB G OBR OB OB DST | Science and Technology for Safeguarding Australia



Link Example: Cross Domain Files

Synch message:

Delete file 6:%

Project A: Project Albatross:
( = Social media data T d 7= Lone wolf terrorist
ining techni ruste detection
mining techniques... )
- : Compu“ng Requisition for

Requisition Op B: y Base Operation Bethany:
O—= Purchase materiel , O— Purchase 7 type

(budget: $3.5M)... ' AEQ74-Z rockets...

unique identifier distribution
at file creation time
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Link Example: Cross Domain Hyperlinks

a0 & A0

Domain 1 :
Classafied - 2
Wiki

Link ’
Address ~
“1ds”

Damain 1
Redirector ™

Domain 2
Redirector
s Incomsing Links Service
Sarvice
Domain 2
Sy L DN T0C Sem VA T TV R DN 2N LAY T M pe Moya LIV D00 - ?,,_. _‘:'.\:‘.‘:.I "v".. - Resource
TR Te—
Link _~ Ay L B A VORI T O 21T
Ida

Owtgoing Links

ey L EXPON I N C A1 B I T VAT X RO Y X4

TS \ /1

R |
Cross Domain Links - Shared Token
16 i

DST : Science and Technology for Safeguarding Australia



Conclusion

* Information associations are a powerful tool for
providing cross domain utility on segregated networks,
with only limited cross domain data transfers required.

* Our multi-domain graphical interface library and
military map application demonstrates the value of
visual information associations.

e QOur cross domain links implementation shows the
utility of link information associations.
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