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Current architectures can’t handle
streams of |I0T data
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Blockchain can’t be integrated into 0T

*» Blockchain-a shared, distributed
tamper proof ledger

** loT power, memory constraints

** Miner selection can’'t keep up with loT
streams in real time

“* Key management for |loT Is difficult
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Blockchain based loT Monitoring
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New architecture incudes.

* A semi-trusted “Network
Manager”

« A Gateway executing a
user’s personal “Software
Agent”

* Sign encryption for secure SM = Smast Home

MNAI= Network :'I.-[E.tl.ﬂgff

communication between GiF= Gateway in Fog

BCIN= Blockchain Metwork

sensor and Network SVN= Smart Vehicle Network - ~ NTﬂ'"
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Software agent performs Miner
Sel eCtI O n Bandwidth, Hash Rate, Propagation Speed,

Queue Latency
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% A Software Agent I 7T ~<~_

executing on the Gateway
selects a Miner node
based on Miner’s
performance - bandwidth,
hash rate, speed and
gueue latency
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