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Secure shuffling 
Secure shuffling is a method used in electoral vo�ng to ensure correctness, 
privacy, and verifiability.

Votes are encrypted using special receipts that confirm the vote and hide its 
contents. These receipts are then shuffled by a trusted service called a 
"mixnet," where an algorithm reassembles input ciphertexts into a 
permuta�on at the output. The algorithm must be kept secret to de-
encrypt the output ciphertexts and recover the original input ciphertexts.

In the modern internet era, businesses and governments 

regularly monitor customers' personal data, leading to 
targeted adver�sing and increased privacy risks. To combat 
this, privacy laws like EUGDPR are adopted.

They, however, require technical implementa�on via 
algorithms, hence                  , a mechanism using 
randomisa�on and probabilis�c methods, was created to 
protect against breaches and misuse. 

It masks sensi�ve informa�on by adding controlled random 

noise to data, and has been enhanced with secure shuffling 
mechanisms.

Challenge

Preserve-par��on shuffling 

Complete shuffling

Since                              is u�lized in various cri�cal systems 
such as vo�ng systems and online auc�ons, it is necessary 
to consistently study this algorithm and evaluate its 
effec�veness as a security tool in a regular manner. To this 
end, we will consider three variants of the algorithm: 
complete shuffling, preserve-par��on shuffling, and 
Kronecker product.

Kronecker product 

Example:

Input channel Output channel

Capacity Before Capacity A�er

Theorem:
A�er the complete shuffling the zero leakage channel will 
always be obtained.
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